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Article Info Abstract

Keywords: Homomorphic Homomorphic encryption plays a crucial role in secure computation,
encryption, noise management, enabling computations on encrypted data without the need for
ciphertext, decryption failure, decryption. However, the presence of noise in ciphertexts poses a
bootstrapping, noise reduction, significant challenge in practical applications. This noise, which
circuit depth, secure masks the plaintext, can accumulate during homomorphic operations,
computation. leading to decryption failures when it exceeds a certain threshold.

Therefore, effectively managing noise becomes essential for the
practicability of homomorphic encryption.

This paper presents an overview of the different types of noise
encountered during homomorphic operations and explores various
noise management strategies proposed by researchers between 2009
and 2016. Among these strategies, bootstrapping emerges as the most
widely adopted technique for reducing noise in ciphertexts.
Bootstrapping involves homomorphically evaluating the decryption
circuit, thereby reducing the size of the noise and enabling successful
decryption.

To address the noise accumulation issue, this paper discusses the
impact of circuit depth on noise growth. As computations become
more complex, the noise tends to increase, making noise management
even more critical. By examining the existing noise management
techniques, this paper aims to provide insights into effective noise
control and mitigate the limitations of homomorphic encryption.

Furthermore, this study sheds light on the potential implications and
challenges associated with noise management in practical
applications of homomorphic encryption. It highlights the need for
further research to develop novel noise reduction techniques that can
improve the efficiency and scalability of homomorphic encryption
schemes.
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1 Introduction

Homomorphic encryption is based on noise cryptography. The ciphertext is obtained by masking the plaintext by
a value called noise. To decrypt, it suffices only to remove this value in the cyphertexts to retrieve the original
plaintext. But, in computations on the ciphertexts, this value may exceed the threshold and the immediate
consequence is the decryption fails. The management of noise in homomorphic operations is a bottleneck in the
practicability of these encryption in everyday applications. A bitter observation is that the noise increases with
the depth of the circuit to be evaluated. Several techniques have been proposed by different authors during the
period 2009 to 2016. Among these techniques, bootstrapping which makes it possible to reduce the size of the
noise in the ciphertext by a homomorphic evaluation of the decryption circuit is the most used. The following
lines describe the types of increasing noise in ciphertexts during homomorphic operations and present the most
commonly used noise management strategies.

2 Homomorphic encryption scheme

When the encrypted data is stored on cloud [20,21], all kinds of computations [19] such as analyzing data, the
calculation of variance, data mining, ... are performed after prior decryption. The prior decryption brings an
additional cost in terms of resources and time and introduces a possibility of loss of confidentiality and privacy.
Homomorphic encryption offers an alternative to traditional cryptography by offering the power of performing
operations on encrypted data without any prior conditions.

2.1 Definitions [10]

Definition 1. Public key encryption. A public key encryption is a triplet of polynomial time algorithms keygen,
encrypt and decrypt. Keygen is an algorithm which takes as input the parameter A and outputs a couple of keys
(sk, pk) where pk is public key and sk is private key. The space of plaintext M is defined by public key pk and
space of ciphertext C is defined by private key sk. Encrypt is a probabilistic algorithm which takes as inputs public
key pk, the plaintext m and random value r. It outputs ¢ C€ . It is noted as follows: ¢ «— Encrypty (m v, ). Decrypt
is deterministic algorithm which takes as inputs the private key sk and the ciphertext c. It outputs the plaintext m.
It is evaluated as follows: m «<— Decrypts (c).

Definition 2. Homomorphic encryption. A homomorphic encryption scheme is a public encryption scheme
which includes three in polynomial time keygen, encrypt, decrypt as described above to which added a fourth
algorithm, the evaluate. The definition of which is given below: Evaluate is an algorithm which takes as inputs
the public key pk, ciphertext vector ¢; of size n and a function F. It outputs

Axiome 1: free from error of homomorphic evaluation. Consider a set of ciphertexts ¢; {c c1, 2,, ¢»} and
correspondents decrypted plaintexts m; {m mu, 2,, m,}. The evaluation is said free from error if Decrypt F ¢ pk(( ,
i) =Fm(i).

2.2 Types of homomorphic encryption

There are four types of homomorphic encryption:

The partial homomorphic encryption. The partial homomorphic encryption is which the encrypt cannot that
evaluating a limited number of operations defined in functions f. There is talk of an additive homomorphic it
encrypt evaluates only additions [16] [15] while multiplicative homomorphic, it evaluates multiplications [16] on
encrypted data. In some use cases, these schemes have proven to be useful primitives in constructing secure voting
protocols.

The somewhat homomorphic encryption. The somewhat homomorphic encryption is which the said algorithm
evaluates functions or polynomials of bounded degree, the latter being set by the parameters of the scheme used.
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It has a computational bounded capacity, but unlike partial homomorphic encryption, the polynomials or functions
evaluated include additions and multiplications [18] [10]. [18] is an exception which allows to process encrypted
messages with multiple additions and a single multiplication.
The leveled homomorphic encryption. The Leveled Homomorphic Encryption allows to algorithm encrypt to
evaluate restrictive functions or polynomials. This evaluation deals with functions or polynomials setted by L
which allows to evaluate polynomials or functions of degree L — 1. The size of used parameter increases linearly
with L [4] [9].
The fully homomorphic encryption. The Fully homomorphic Encryption is in which the algorithm encrypt
evaluate polynomial or function whose degree is arbitrary on the encrypted data [2]. The full Homomorphic
Encryption is built from two previous ones using Gentry’s technique [11] [12] or the alternative method [6] [8].
To date, no Pure Homomorphic Encryption has been discovered.
2.3 Properties of homomorphic encryption [10]
1. The scheme ¢ = (keygen, encrypt, decrypt, evaluate) is defined correct for any ¢ inputs in circuit C if, for
all generated couple of key (sk, pk) by keygen (1), any plaintext [10J (c1,t, bits ¢;) with (mi,c...........c.ooonitl. i
encrypt(pk m,,my;)), it is clear that and any vector ciphertext ¢

decrypt(sk,evaluate pk C c( , )7 Cm( 1, my)
2. The scheme ¢ = (keygen, encrypt, decrypt, evaluate) is homomorphic for a class of circuit if it is correct
for all CC, € is homomorphic for all Boolean circuit.
3. The scheme ¢ = (keygen, encrypt, decrypt, evaluate) is compact if there is fixed bound b(1) such that for
any generated key (sk, pk) by keygen(Z), any circuit C and any sequence of ciphertexts c¢[1[1] (c1,[] is less than ,
ct ) which generated with respect of b(1) bits (regardless the size of circuit pk, the size of cipher-C). text evaluate
pkCc(,,)
4. The scheme ¢ = (keygen, encrypt, decrypt, evaluate) is homomorphic encryption where the decryption is
implemented by a circuit which depends only on the security parameter.
5. The scheme (keygen, encrypt, decrypt, evaluate) is homomorphic encryption, and for any security value
A be set C() a set of circuits with which ¢ is correct. We say ¢ is bootstrappable if Decrypt. ()4 € C:()A if is valid
for each value of A. It is clear that it is evaluating his own decryption algorithm.
3 The noise management
3.1 Definition of noise
Noise is a hazard introduced into the encryption and aims to destroy the determinism existing between the
plaintext and the encrypted message “it is not obvious to know whether posteriori an encrypted message encrypts
a given plaintext.” It is a concept that was introduced by GoldWasser-Micali in 1982 [14].

(1) Axiom of the determinism of encryption: “An encrypted message corresponds posteriori to a plaintext.”
) Axiom of the probabilism of encryption: “Several encrypted messages can correspond posteriori to a same
plaintext.”

The DGHYV and the noise [11]

Algorithm of DGHV. Given security parameter A, Keygen () takes as input the security parameter 4 and generates
a key p which is an integer P bits size. The parameters N, P, O respectively sets by 2 A, > and 1°.

Encrypt(p,m) takes as inputs the key p and a plaintext m {0,1}€ . To encrypt m, choose a random r of N—bits
such that 2r< p/2 and choose randomly an integer g of Q—bits. It outputs a fresh ciphertext ¢ = m + 2r + pg where
r 1s pattern noise that masks an actual plaintext m.
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Decrypt(p,c) takes as inputs the key p and the ciphertext c. It outputs mf (= cmod p mod ) 2. Here, ¢ (= cmod
p)isininterval 7, _*
that p divides .. without remainder. 2 2 with the prerequisite Evaluate( f,c) takes as inputs a Boolean function f
and a set of ciphertexts
Se {c1,, cu}. f1s represented by a circuit C composed by NAND and XOR gates.
Given a circuit C+ a copy of circuit C which the NAND and XOR are replaced respectively from addition and
multiplication on integers.
Let be /" a multivariate polynomial which corresponds to circuit C+. It outputs ¢ f(c1,, ¢x ) or the evaluation of
the function /™ on ciphertexts c;.
Homomorphic encryption operation and the noise in the DGHV. A homomorphic encryption performs arithmetic
operations which are addition and multiplication.
Let be two ciphertextsc1= 1 21+ 1 gp rmandc:= 2 +*22+ 2 gp 1 m.

Let’s calculate: ci+ c2o=q p1+2rit+ mi+gprt2ro+tm=pq(1+q)+2(m+r)+
mi1 + my. The evaluation of ¢; + ¢2 produce a valid decryption of mi + m2 if r r1 2 p/2. The increase in noise in the
addition of ciphertext is equivalent to %™ 17; with nn> 2.
As long as i ri p/2 the decryption of homomorphic addition of ciphertext Yi=1ci »
In
produce the sum of valid plaintext im; .1
caxe=@pr1+2rnt+tm)X(gp2+2rntm)=qqpi2t2rgpritqmpiat+2rgpio+arri22rma+mqpi2+2r
ma 1+ m mi 2. The evaluation of ¢1 xc2 produce a decryption m m1 2 if 27712+ rmi2+ ¥ m21 < p/2. The increase
in noise in the homomorphic multiplication of ciphertexts i”12"'7; with n > 2. If the approximation of p/2 2="with
a positive integer ¢, then ¢ — 1 multiplications can be performed on ciphertexts before the decryption fails.
3.2 Noise management strategies in homomorphic encryption
Given two ciphertexts c1 and c¢2 which respectively contain 10 and 20 as noise value. The noise threshold in this
encryption scheme for retrieving a valid plaintext after decryption is 300. Beyond this value, the decryption fails.
The homomorphic encryption of (c1 ¢2 )cz (1) gives a noise with value of 600. The resulted ciphertext ¢3 from
expression (1) contains a resulting noise greather than threshold value which is 300. The decryption of ¢; fails by
providing a different value of result of evaluation of (1).
Indeed, the homomorphic encryption in expression (1) add a noise at level of 30. Said value is less than the
threshold of 300. The decryption of ¢1 + ¢2 produce a plaintext which worth the sum of m; + m>. Subsequently,
this result is homomorphically multiplied by c2. This operation brings a noise at level of 600 which is greater than
the threshold. From this example, each typical operation introduces a specific type of increasing noise in
ciphertext.
For a ciphertext with noise beyond the threshold, its decryption violates the correct property. Thus, to reduce noise
in the ciphertext, several management strategies noise were proposed whose commonly used are defined below.
Growth of noise in homomorphic encryption. Noise in ciphertext can increase in several ways in homomorphic
encryption. The growth of noise is the value which is added to the initial noise after one or several homomorphic
operations between two or more ciphertexts. Thus, a growth of noise can be described as a: exponential noise,
polynomial noise, linear noise, constant noise and logarithmic noise.
Exponential noise. [10,11]. Given two ciphertexts ¢ and c>. Let be op, an arbitrary homomorphic operation on
two or more plaintexts.
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A noise is said exponential if there exists a value " in ¢3 such that b 2"b where b is the initial noise contain in ¢
and c; and c3=op ccn(1,2,).

The growth in [10,11] is illustrated as follow: the homomorphic multiplication of two ciphertexts mod — p
messages chiffrés with noise at level p results a ciphertext with noise at level 2p; after second level of same
operation the noise becomes 22p, then 2°p and so on; the noise exponentially increases with number of
multiplications. The modulus is threshold value before decryption fails; therefore, if the bit size of p is k.p; the
threshold of noise is reached after logok multiplication levels.

Polynomial noise. Given two ciphertexts c1 and c>. Let be op, an arbitrary homomorphic operation on two or more
plaintexts.

A noise is said to be polynomial if there exists a value " in ¢3 such that » b” where b is the initial noise contained
inci and c2 and cz=op ¢ ¢ n( 1, 2, ). If n=2, the growth is said quadratic. If n=3, the growth is said cubic. The
growth is illustrated in [8] as follows: Let a modulus ¢ such that g is approximated by x¥, and given two ciphertexts
mod — p with a noise at level x. In Homomorphic multiplication, the noise becomes x*. After four levels of
homomorphic multiplication, the noise becomes x'¢. And so on but at almost log & levels of multiplications, the
noise reaches threshold value and the decryption fails.

Linear noise. Given two ciphertexts c1 and c2. Let be op, an arbitrary homomorphic operation on two or more
plaintexts.

The noise is said linear if there exists a value b” in c3 such that b nb where b is the initial noise contained in ¢
and ¢2 and c3=op ¢ ¢ n( 1, 2, ). After k multiplications, this growth is proportional to the noise whose magnitude
is defined by (N + 1)fr.

In [4] Given two ciphertexts C; and C> are matrix-type e[ 1B-bounded ciphertexts, in the sense that and the
coefficients of u; and C; and ; all have an order of magnitude at most B. Then, C* represents the addition of two
encrypted matrices whose noise in the elements is 2B-borné, and C” represents the multiplication of two encrypted
matrices whose the noise in the elements is (N + 1)B2. In short, the level of error increases more than B, twice
exponentially with multiplicative depth of circuit.

To compensate for this growth, an implementation of NAND gate on two ciphertexts C1 and C> whose the noise
B — strongly bounded, makes it possible to obtain new ciphertexts C3 Iy C Ci 2 (where Iy is identity matrix), then
thesaid messages remains in {0,1}, and the coefficients of error vector C; have a magnitude at most (N + 1)B. The
function Flatten(C3) makes it possible to obtain C3; having the elements 0/1 in strongly bounded. This property
ensures that circuits with L depth can be processed as long as the magnitude of error is at most (N + 1)'B and the
homomorphic NAND of [4] generates noise of linear order of magnitude.

Constant noise. In this strategy, a multiplication on ciphertexts increases the noise by adding a constant value.
The growth of noise is independent of the number of multiplications on ciphertexts.

Given two ciphertexts c1 and c2. Let be op, an arbitrary homomorphic operation on two or more plaintexts.
Noise is said to be constant if there exists a value " in c3 such ?” where b is the initial noise contained in ¢1 and
candc=opccn(i,2,).

In [1], a ciphertext is defined as follows A4AE, (m gi, /16) where m; is the plaintext in {0,1}, s is the private key
and ¢/16 is magnitude of noise. When the homomorphic NAND is performed on ciphertexts c¢i and c» defined as
follows AAEs (m q1,/16) and AAEs (m g2, /16) outputs ciphertext c3= AAE m gs( 3,/ 4).

Logarithmic noise. Given two ciphertexts c¢1 and cz2. Let be op, an arbitrary homomorphic operation on two or
more plaintexts.
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A noise is said logarithmic if there exists a value b” in ¢3 such that » log( )b where b is the initial noise contained
inciand c2and c3=op ccn( 1, 2,).

Strategy management of noise. A noise strategy is a technique which manages the noise generated by n
homomorphic operations on n + 1 ciphertexts to preserve the validity of the resulting ciphertexts after decryption
and the homomorphic structure on encrypt algorithm.

A noise strategy is said to be compact if it allows the ciphertext to remain compact within the limit of the security
parameter during homomorphic operations. It is clear that the expansion parameter is close to 1.

A noise strategy is said to be efficient if the execution time of the homomorphic operations on a set of ciphertext
is reduced.

Two main noise management strategies have caught our attention, which are bootstrapping and modulus
switching.

The bootstrapping. The majority of current schemes have a common property which adds short-sized noise to the
plaintext message in the encryption operation. The homomorphic evaluation on ciphertexts increases noise to a
threshold value where the decryption fails. [10] The bootstrapping proposed and conceptualized on the term
recrypt by Gentry, is used to reduce noise in the encrypted message to a level which is determined by the
complexity of the decryption circuit.

(1) Definition of function of reencryption: Recrypt.

Let ¢ ciphertext of m bit under the key pki and sk the encrypted private key under the pk> using the function
encrypt as follows: encrypt(pkz, ski;) on bits of sk. It is defined as follows:

Recrypt takes as inputs pk, the circuit of decryption decrypt, the encrypted private key

ski and the ciphertext ci. At first glance, it generates_ a vector ¢ using encrypt(pkz, c1;) which operates on bits of
c1, it encrypts at bit level the elements of ¢1 under pk».

It outputs Evaluate pk( »>,decrypt ske, 1, 1) that effectively eliminates the portion pk; of ¢1 and keep it under pk».
The bootstrapping refreshes ciphertext by performing a homomorphic decryption. usually, a plaintext is encrypted
two times as follows: (e-= encrypty2(encryptyil(m))) is decrypted from the outside to inside. But in recrypt, the
inner layer of ciphertext is homomorphically decrypted by correspondent key e1 = encrypt,2(“*?'yl pi2(c1)).
As long as this technique reduce the noise in the scheme by eliminating noise in inner layer of ciphertext, despite
the noise being added by evaluate. As long as the added noise by evaluate is less than the removed noise from
inner encryption layer, the decryption continues to produce valid results.

Bootstrapping is extremely costly in time and resources. The complexity of several approaches to bootstrapping
is at least as complex as the number of times of decryption of each ciphertext which encrypts the private key [10].
This requires in the bootstrapping the homomorphic evaluation of the decryption, so each bit of the private key is
replaced by a larger encrypted representation.

Modulus switching. Since bootstrapping is a greedy process, other alternatives have been proposed. The most
promising alternative is switching modules [8]. The modulus switching uses an evaluator which knows the size
of the private key not the key itself. It transforms a ciphertext ¢ mod q to another ¢ mod p' without compromise
the propriety of correct of scheme. The transformation sin{ply divide c by a factor p g. If sk is short and # [1[lg
the noise in ciphertext decreases. This technique allows the evaluator to minimize noise without the private key
and bootstrapping makes it a flexible mode of noise management.

Definition 3. Modulus switching. Le} p and g two odd moduli and a vector of integers c. Let define an integer ¢’
closg to ¢) such that ¢ cmod' = 2."Then, for all s with ([ ¢ 5, 700 <g2—(gp ). 1s): OO cs', 00 p=1001
cs,BD%nidjandﬁDcs’,ﬁD‘z<(p<q).> T ) T /

0]
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00 ¢, s g +i(s). or I s1( ) est [1 — norm de s and ¢ s, represents the cross product of

two vectors, [.], represents the modulo ¢ elements.

The modulus switching reduces a ciphertext c€ [1g by a factor f after each homomorphic multiplication. To do
this, it painstakingly chooses a decreasing modulus ¢ for each multiplication level that keeps the noise at small
level and constant from low level to high , level. The refreshed ciphertext is c/ [Jg 1in which the noise is
reduced to level e/B. By performing this procedure, the absolute size of noise in the ciphertext decreases. Through
this technique, K multiplications levels can be performed before reaching the noise threshold.

4 Noise management in homomorphic DGHV [11]

4.1 Somewhat homomorphic encryption scheme of DGHV

Given a safety parameter 4, the following assumptions are made: p A p=, =4, nAyA=2,=>and ty )=+ . These
give a scheme having complexity of A°.

1) keygen(M).

- Choose at random an integer p of 7 bits as private key. Generate the public key as follows: x; pg; r; Where
g:€00N “00,277) and ri€00N —( 2, 2 Y are randomly selected for i =1 toz.

- Rename xp as it is largest. Repeat if xo is odd and x mod po is even.

_ Publish the key 7= (v, x1, 000 00 xT).

) Encrypt pkm( )

Givenm 0,1 €{ } and the public key pk, choose a random subset S € {1, 2, ......... , T} and a random integer » €
(2777 2"). It outputs ¢ = m + 2r + 2Yi SE x mod x; (o).

(3) Decrypt(c,sk) evaluates m as follows (¢ mod p)(mod 2)

4.2 Noise management in DGHYV (reencryption and bootstrapping)

Let three new parameters be a function of 4 noted «, 8 and ® where ,0=4and © = o(x log 1). Given a private
key sx= p and a public key px, add to the public key a vector of real y in [0, 2) in size ® and x precision such that
there exists a subset s € {1, 2, ......... , O} with Y yi = 1/p mod 2 (the inverse of private key is replaced by sum
of subset s).

Key generation. Let two keys from somewhat encryption scheme of sx" and pk”, the generation of keys to make
this scheme fully homomorphic encryption follows the algorithm defined below:

_ Set x,= 0%/PO11;

- Choose at random a vector of ® bits (S1, S2, ............ , Se) with a hamming weight 0 and set s = {i : 51
=1}
Choose at random integers u; €11 N-00,2°) and Yi Se ui= x, mod 2! avec i = 1,
e , O
- compute y; = u,-/Z" andy = {11, 2, ceeeueinnnnnn. ,Vel;

- keep secret the private key sx=sx and publish the public key {pr=px’, }¥

Reencryption: reencrypt p c(«, )"

fori=1,2,......... , ®, compute z;=c y mod  ; 2; publish the refreshed ciphertext z and ¢; *

Decryption: decrypt s( k¢’ zi)

The plaintext is computed as follows: m = (¢"— 00 sez "' 0 0)mod 2

4.3 Toy example of noise management in DGHV [12]

The DGHV undergoes an increase in noise exponential for the multiplication and constant for the addition or
linear for the addition. The example given below shows how this algorithm can be applied to noise management
for a one-bit encrypted message. With toy parameters, this example shows the difficulty of implementing it in

pg. 7



Advanced International Journal of Material Science and Engineering VVol. 7(3)

everyday applications. The example below shows how to manage noise in [12] for unbounding processing on
encrypted data. Let sk = p =10001. The public key px is built as follows:

Given [g ¢ q g0, 1,2,3] =[362734,,,16 and [rrrro,,12,3] =[8542,,,]. The public key pk [360044, 270032,
340038, 60008]= where x; g pi ri and xo is the greatest.

The plaintext m = 0 is encrypted as follows with subset S =[1,3] with » = 31:

¢ 02.31=++2(270032 60008)+= 660142 mod 360044 300098= .

Refreshment of ciphertext co= 300098 of plaintext mo = 0 : reencryption of co :

1) Letsiy 10001=p=  and 24, com{)ute xp,=[22*10001] =1678;

2) Choose at random of vector of ® bits with ® = 9 with hamming weight of 3, s 0,0,1,0,0,1,0,1 0, and set

s ={3,6,8};
Choose at random integers u; € Z[0,2%) for i =1 to 9 as follows: u, 3) =281782,1{
1892147,589103,487403,491831,1093482,293813,3187325,571871 l} ’

where Y € ui=u3+ us+ ug=589103+1093482+ 31873525 =1678
is
4) Set yi= u,~/225 with i =1 to 9 as follows: y;~ {0.0167955, 0.1127807,0.035133,0
,0.0290515,0.0293154,0.0651766,0.0175126,1 .8998101,0.3408617} where
Y yi=y3+y6+y8=0.0351133+ 0.0651766+1.8998101= 2.0001 =1pmod 2 ;€
5) Compute z;=c y modo; 2 aveci=1to 9 as follows: z;= {0.295959,1.2625086,
1.4311034,1.4962348,0.297047,1.4929092,1.3673068,1.4962348,1.2113898,
1.9144466} with Y z3+ z¢+ z3 1.4311034=+1.3673068+1.2113898 = 4.0098
co zi 300098 4 0098. 300094
s

—[z ,}=300098—Z + o+
6) Reencrypt ¢ as follows: co ies zz73 Z6 z8
300094 is refreshed ciphertext of ciphertext 300098 whose the noise is 4 units. The decryption of 300094 outputs
the same plaintext as 300098 which is 0: 300098 mod 2 = 300094 mod 2 = 0 mod 2.
5 Trend of noise management strategy from 2009 to 2016
5.1 Noise management strategy in homomorphic encryption from

2009 to 2016

In [BGV12] [7]. This algorithm uses the modulus switching as described below:

1) Choose a gradual decrease in modulus (gi=qx") fori <k

2) Perform a multiplication of two }71061 — p ciphertexts;

3) Switch the ciphertext to small modulus g1 = g x. The noise level of refreshed ciphertext decreases from x
tox? .

4) Repeat step (2), the multiplication of two ciphertexts with noise at level x, the noise becomes again x?;

5) Repeat step (3) by switching to modulus ¢> to reduce noise at x level. Each multiplication reduces the ratio

threshodnoisellevelnoise by x. This approch makes it possible to perform k levels of multiplication before reaching
the noise threshold.

In [DM15] [1]. This algorithm uses bootstrapping and modulus switching to manage noise as described below:
1) Assume that the inputs bits m mo, 1 €{0,1 } are encrypted as ciphertexts ¢; € AAE,* (m gi, 16) with modulus
t =4 and error bound ¢16;
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/
2) Perfo/rm a homomorphic NAND as follows: /A4AE* (m qo, 16) XAAE®(m qi,/16) — AAEZ (m g3, 4) where
m3=l-mmo1,;
3) Refresh AAE* (m g3, /4) — AAES* (m ¢3,/16) by using homomorphic accumulator as follows: [2(b — a E
s. ()] mod 2 = E m( 3) where E m( 3) is the encrytion of the same plaintext under different encryption scheme E.
It is output of homomorphic evaluation of decryption circuit under encrypted private key s.
5.2 Trend of noise management strategy from 2009 to 2016 Table 1. Summary of trend of noise management
strategy

No |Scheme Efficient Noise Management Noise Growth | Observations
1 [Gen09] NO Bootstrapping Exponential Ressources hungry
and high expansion.
2 [DGHV10] NO Bootstrapping Exponential Ressources
intensive and high
expansion.
3 [BGV12] YES Modulus switching Polynomial Optimal
Bootstrapping implmentation  in
Helib. [3,5] [17]
4 [GSW13] NON Leveled encryption | Linear High expansion
bootstrapping
5 [DM15] YES Bootstrapping/modulus Constant Compute
swithing homomorphic

NAND in less than
a second. High

expansion.

The Table 1 gives the summary of the noise direction over the period from 2009 to 2016. In this table, the row 5
shows the improvement of bootstrapping in terms of efficiency through the scheme [1] when performs it in less
than a second.

In contrast, the column observations of Table 1 shows that expansion is still high despite the numerous techniques
for reducing it.

6 Conclusion

The refreshing of the noise in the message is the challenge of homomorphic cryptography. Its reduction makes it
possible to perform several operations on an encrypted message before each homomorphic operation. This has
been shown through the DGHV scheme for one bit on an experimental basis and difficult to use in practice.
Noise is the bottleneck in homomorphic operations. Its rapid growth especially in multiplication reduces the
possibility of running larger circuits on encrypted messages. The fastest algorithms today benefit from a constant
increase in noise. The efficiency of homomorphic cryptography is answered in the management of noise through
a logarithmic increase.
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